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1. Introduction z for whom is this document intended?
Please note that following document is intended as a guide for trainers who lecturg\e
9 Linux Rescue CPower Point presentation. Herein you can find more details regarding
particular slides. We have listed all slides from the presentation but foresof them its
content is obvious and it does not require more information.

2. Explanation of some terms used in guide
Throughout this guide, you can find the @lling terms used. Please reffer to this list if you
are unsure about their meaning.

Mounting a drive ¢ making some physical resource (hard drive in this case) available in to
system/user.

PUP ¢ Potentially unwanted program. Application that may pose a threat to security.
However, it may also be used as a correct application.

Rootkit - an application which tries to hide itself or another files on operating system level.
Rootkit is loaded as a driver and then filters sdnections of the operating systemaking it
see incorrect information (e.g. what files are saved on the diskJhis makes them
undetectable by common methods.

Superuser (root userg user with (maximal) administrative rights



3. General (#3)
Slide #3

&AVG

General

= Portable AVG to be used for system
recovery

= Distributed as bootable CD
= Based on Linux embedded platform

I

AVG Rescue CD (ARL] standalone set of tools that can be started from CD or USB flash
disk. This can be used to recover computer that is not able to boot or is infected in a way that
will not allow normal operation of computer.

The CD can be freely donwloaded as imdgeréiady to be burned from AVG web. Itis a
Linux based bootable OS with AVG and tools on it.

3.1. Features (#4)
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Features

= Live CD

— Can start and check system even if original OS
is unable to start (e.g. due to infection)

— Able to find rootkits (original OS is not
running)

= Can be updated from the Internet

= |ncludes set of basic administrative tools

1.

Asthe computer started from a Live CD is not using files on hard drive, no infections are
loadedc this means, that rootkits are inagt and can be easily detected.



To be able to detect the latest threats, Rescue CD is able to update itself itself from internet
and also from folder where previosly downloaded update files are stored.

Note: As the CD contains AVG for Linux, apglicablecommandfor AVG for Linux/FreeBSD
can be used

3.2. System Requirements (#5)
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System Requirements

= PC must be able to boot from
CD/DVD/USB

= 256 MB RAM
= FAT32 or NTFS file system

]
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List of system requirements

3.3. Supported Platforms (#6)
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Supported Platforms

= FAT32
— All Windows

= NTFS
— MS Windows 2000
— MS Windows XP
— MS Windows Vista
— MS Windows 7

I

All new Windows systems running on FAT32 are supported. In case of NTFS file system, only
versions listed oslide are supported.



3.4. Obtaining AVG Rescue CD (#7)
Slide #7

Rescue CD can be downloaded from AVG web page. It is offered for free for users with any
corporate edition of AVG (e.gusinessditions). Home users do not have acsds the Linux
Rescue CD.



